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UNIT –III : Public key cryptography principles: 

 

 
 

Unit- III Syllabi: Public key cryptography principles 

1. Public key cryptography algorithms 

2. digital signatures, digital Certificates  

3. Certificate Authority and key management 

4. Kerberos, X.509 Directory Authentication Service  

5. Email privacy: Pretty Good Privacy (PGP) and S/MIME. 

1. What is a public key cryptography? Explain Public key 
cryptography principles 

Public Key Cryptography 

Unlike symmetric key cryptography, we do not find historical use of public-key 

cryptography. It is a relatively new concept. 

Symmetric cryptography was well suited for organizations such as 

governments, military, and big financial corporations were involved in the 

classified communication. 

With the spread of more unsecure computer networks in last few decades, a 

genuine need was felt to use cryptography at larger scale. The symmetric key 

was found to be non-practical due to challenges it faced for key management. 

This gave rise to the public key cryptosystems. 

The process of encryption and decryption is depicted in the following 

illustration − 
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The most important properties of public key encryption scheme are − 

 Different keys are used for encryption and decryption. This is a property 

which set this scheme different than symmetric encryption scheme. 

 Each receiver possesses a unique decryption key, generally referred to as 

his private key. 

 Receiver needs to publish an encryption key, referred to as his public 

key. 

 Some assurance of the authenticity of a public key is needed in this 

scheme to avoid spoofing by adversary as the receiver. Generally, this 

type of cryptosystem involves trusted third party which certifies that a 

particular public key belongs to a specific person or entity only. 

 Encryption algorithm is complex enough to prohibit attacker from 

deducing the plaintext from the ciphertext and the encryption (public) 

key. 

 Though private and public keys are related mathematically, it is not be 

feasible to calculate the private key from the public key. In fact, 

intelligent part of any public-key cryptosystem is in designing a 

relationship between two keys. 

There are three types of Public Key Encryption schemes. We discuss them in 

following sections − 
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RSA Cryptosystem 

This cryptosystem is one the initial system. It remains most employed 

cryptosystem even today. The system was invented by three scholars Ron 

Rivest, Adi Shamir, and Len Adleman and hence, it is termed as RSA 

cryptosystem. 

We will see two aspects of the RSA cryptosystem, firstly generation of key pair 

and secondly encryption-decryption algorithms. 

Generation of RSA Key Pair 

Each person or a party who desires to participate in communication using 

encryption needs to generate a pair of keys, namely public key and private 

key. The process followed in the generation of keys is described below − 

 Generate the RSA modulus (n) 

o Select two large primes, p and q. 

o Calculate n=p*q. For strong unbreakable encryption, let n be a 

large number, typically a minimum of 512 bits. 

 Find Derived Number (e) 

o Number e must be greater than 1 and less than (p − 1)(q − 1). 

o There must be no common factor for e and (p − 1)(q − 1) except for 

1. In other words two numbers e and (p – 1)(q – 1) are coprime. 

 Form the public key 

o The pair of numbers (n, e) form the RSA public key and is made 

public. 

o Interestingly, though n is part of the public key, difficulty in 

factorizing a large prime number ensures that attacker cannot 

find in finite time the two primes (p & q) used to obtain n. This is 

strength of RSA. 

 Generate the private key 

o Private Key d is calculated from p, q, and e. For given n and e, 

there is unique number d. 
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o Number d is the inverse of e modulo (p - 1)(q – 1). This means that 

d is the number less than (p - 1)(q - 1) such that when multiplied 

by e, it is equal to 1 modulo (p - 1)(q - 1). 

o This relationship is written mathematically as follows − 

ed = 1 mod (p − 1)(q − 1) 

The Extended Euclidean Algorithm takes p, q, and e as input and gives d as 

output. 

Example 

An example of generating RSA Key pair is given below. (For ease of 

understanding, the primes p & q taken here are small values. Practically, 

these values are very high). 

 Let two primes be p = 7 and q = 13. Thus, modulus n = pq = 7 x 13 = 91. 

 Select e = 5, which is a valid choice since there is no number that is 

common factor of 5 and (p − 1)(q − 1) = 6 × 12 = 72, except for 1. 

 The pair of numbers (n, e) = (91, 5) forms the public key and can be 

made available to anyone whom we wish to be able to send us encrypted 

messages. 

 Input p = 7, q = 13, and e = 5 to the Extended Euclidean Algorithm. The 

output will be d = 29. 

 Check that the d calculated is correct by computing − 

de = 29 × 5 = 145 = 1 mod 72 

 Hence, public key is (91, 5) and private keys is (91, 29). 

Encryption and Decryption 

Once the key pair has been generated, the process of encryption and 

decryption are relatively straightforward and computationally easy. 

Interestingly, RSA does not directly operate on strings of bits as in case of 

symmetric key encryption. It operates on numbers modulo n. Hence, it is 

necessary to represent the plaintext as a series of numbers less than n. 
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RSA Encryption 

 Suppose the sender wish to send some text message to someone whose 

public key is (n, e). 

 The sender then represents the plaintext as a series of numbers less 

than n. 

 To encrypt the first plaintext P, which is a number modulo n. The 

encryption process is simple mathematical step as − 

C = Pe mod n 

 In other words, the ciphertext C is equal to the plaintext P multiplied by 

itself e times and then reduced modulo n. This means that C is also a 

number less than n. 

 Returning to our Key Generation example with plaintext P = 10, we get 

ciphertext C − 

C = 105 mod 91 

RSA Decryption 

 The decryption process for RSA is also very straightforward. Suppose 

that the receiver of public-key pair (n, e) has received a ciphertext C. 

 Receiver raises C to the power of his private key d. The result modulo n 

will be the plaintext P. 

Plaintext = Cd mod n 

 Returning again to our numerical example, the ciphertext C = 82 would 

get decrypted to number 10 using private key 29 − 

Plaintext = 8229 mod 91 = 10 

RSA Analysis 

The security of RSA depends on the strengths of two separate functions. The 

RSA cryptosystem is most popular public-key cryptosystem strength of which 

is based on the practical difficulty of factoring the very large numbers. 
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 Encryption Function − It is considered as a one-way function of 

converting plaintext into ciphertext and it can be reversed only with the 

knowledge of private key d. 

 Key Generation − The difficulty of determining a private key from an 

RSA public key is equivalent to factoring the modulus n. An attacker 

thus cannot use knowledge of an RSA public key to determine an RSA 

private key unless he can factor n. It is also a one way function, going 

from p & q values to modulus n is easy but reverse is not possible. 

If either of these two functions are proved non one-way, then RSA will be 

broken. In fact, if a technique for factoring efficiently is developed then RSA 

will no longer be safe. 

The strength of RSA encryption drastically goes down against attacks if the 

number p and q are not large primes and/ or chosen public key e is a small 

number. 

Elliptic Curve Cryptography (ECC) 

Elliptic Curve Cryptography (ECC) is a term used to describe a suite of 

cryptographic tools and protocols whose security is based on special versions 

of the discrete logarithm problem. It does not use numbers modulo p. 

ECC is based on sets of numbers that are associated with mathematical 

objects called elliptic curves. There are rules for adding and computing 

multiples of these numbers, just as there are for numbers modulo p. 

ECC includes a variants of many cryptographic schemes that were initially 

designed for modular numbers such as ElGamal encryption and Digital 

Signature Algorithm. 

It is believed that the discrete logarithm problem is much harder when applied 

to points on an elliptic curve. This prompts switching from numbers modulo p 

to points on an elliptic curve. Also an equivalent security level can be obtained 

with shorter keys if we use elliptic curve-based variants. 

The shorter keys result in two benefits − 

 Ease of key management 

 Efficient computation 



Reading Material  2020

 

BCA -602 : NETWORK SECURITY AND CYBER TECHNOLOGY  Page 7 
 

These benefits make elliptic-curve-based variants of encryption scheme highly 

attractive for application where computing resources are constrained. 

 
 

2. What is a digital signatures?  Explain the process of 

Digital Signature.  

Digital signatures are the public-key primitives of message authentication. In 

the physical world, it is common to use handwritten signatures on 

handwritten or typed messages. They are used to bind signatory to the 

message. 

Similarly, a digital signature is a technique that binds a person/entity to the 

digital data. This binding can be independently verified by receiver as well as 

any third party. 

Digital signature is a cryptographic value that is calculated from the data and 

a secret key known only by the signer. 

In real world, the receiver of message needs assurance that the message 

belongs to the sender and he should not be able to repudiate the origination of 

that message. This requirement is very crucial in business applications, since 

likelihood of a dispute over exchanged data is very high. 

Model of Digital Signature 

As mentioned earlier, the digital signature scheme is based on public key 

cryptography. The model of digital signature scheme is depicted in the 

following illustration − 
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The following points explain the entire process in detail − 

 Each person adopting this scheme has a public-private key pair. 

 Generally, the key pairs used for encryption/decryption and 

signing/verifying are different. The private key used for signing is 

referred to as the signature key and the public key as the verification 

key. 

 Signer feeds data to the hash function and generates hash of data. 

 Hash value and signature key are then fed to the signature algorithm 

which produces the digital signature on given hash. Signature is 

appended to the data and then both are sent to the verifier. 

 Verifier feeds the digital signature and the verification key into the 

verification algorithm. The verification algorithm gives some value as 

output. 

 Verifier also runs same hash function on received data to generate hash 

value. 

 For verification, this hash value and output of verification algorithm are 

compared. Based on the comparison result, verifier decides whether the 

digital signature is valid. 

 Since digital signature is created by „private‟ key of signer and no one 

else can have this key; the signer cannot repudiate signing the data in 

future. 
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It should be noticed that instead of signing data directly by signing algorithm, 

usually a hash of data is created. Since the hash of data is a unique 

representation of data, it is sufficient to sign the hash in place of data. The 

most important reason of using hash instead of data directly for signing is 

efficiency of the scheme. 

Let us assume RSA is used as the signing algorithm. As discussed in public 

key encryption chapter, the encryption/signing process using RSA involves 

modular exponentiation. 

Signing large data through modular exponentiation is computationally 

expensive and time consuming. The hash of the data is a relatively small 

digest of the data, hence signing a hash is more efficient than signing the 

entire data. 

Importance of Digital Signature 

Out of all cryptographic primitives, the digital signature using public key 

cryptography is considered as very important and useful tool to achieve 

information security. 

Apart from ability to provide non-repudiation of message, the digital signature 

also provides message authentication and data integrity. Let us briefly see how 

this is achieved by the digital signature − 

 Message authentication − When the verifier validates the digital 

signature using public key of a sender, he is assured that signature has 

been created only by sender who possess the corresponding secret 

private key and no one else. 

 Data Integrity − In case an attacker has access to the data and modifies 

it, the digital signature verification at receiver end fails. The hash of 

modified data and the output provided by the verification algorithm will 

not match. Hence, receiver can safely deny the message assuming that 

data integrity has been breached. 

 Non-repudiation − Since it is assumed that only the signer has the 

knowledge of the signature key, he can only create unique signature on 

a given data. Thus the receiver can present data and the digital 

signature to a third party as evidence if any dispute arises in the future. 
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By adding public-key encryption to digital signature scheme, we can create a 

cryptosystem that can provide the four essential elements of security namely − 

Privacy, Authentication, Integrity, and Non-repudiation. 

Encryption with Digital Signature 

In many digital communications, it is desirable to exchange an encrypted 

messages than plaintext to achieve confidentiality. In public key encryption 

scheme, a public (encryption) key of sender is available in open domain, and 

hence anyone can spoof his identity and send any encrypted message to the 

receiver. 

This makes it essential for users employing PKC for encryption to seek digital 

signatures along with encrypted data to be assured of message authentication 

and non-repudiation. 

This can archived by combining digital signatures with encryption scheme. Let 

us briefly discuss how to achieve this requirement. There are two 

possibilities, sign-then-encrypt and encrypt-then-sign. 

However, the crypto system based on sign-then-encrypt can be exploited by 

receiver to spoof identity of sender and sent that data to third party. Hence, 

this method is not preferred. The process of encrypt-then-sign is more reliable 

and widely adopted. This is depicted in the following illustration − 

 

The receiver after receiving the encrypted data and signature on it, first 

verifies the signature using sender‟s public key. After ensuring the validity of 
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the signature, he then retrieves the data through decryption using his private 

key. 

Short Answers Q’s. 

1. What is a Digital Signature Certificate? 

Digital Signature Certificates (DSC) are the digital equivalent (that is electronic 
format) of physical or paper certificates. Examples of physical certificates are 
drivers' licenses, passports or membership cards. Certificates serve as proof of 

identity of an individual for a certain purpose; for example, a driver's license 
identifies someone who can legally drive in a particular country. Likewise, a 

digital certificate can be presented electronically to prove your identity, to 
access information or services on the Internet or to sign certain documents 
digitally.  

2. Why is Digital Signature Certificate (DSC) required? 

Like physical documents are signed manually, electronic documents, for 
example e-forms are required to be signed digitally using a Digital Signature 

Certificate.  

3. Who issues the Digital Signature Certificate? 

A licensed Certifying Authority (CA) issues the digital signature. Certifying 
Authority (CA) means a person who has been granted a license to issue a 
digital signature certificate under Section 24 of the Indian IT-Act 2000.  

 
The list of licensed CAs along with their contact information is available on the 

MCA portal (www.mca.gov.in). 
4. What is the legal status of a Digital Signature? 

Digital Signatures are legally admissible in a Court of Law, as provided under 

the provisions of IT. 

 

3. Explain the digital Certificates and Certifying 

Authority.  

Digital Certificate 

For analogy, a certificate can be considered as the ID card issued to the 

person. People use ID cards such as a driver's license, passport to prove their 

identity. A digital certificate does the same basic thing in the electronic world, 

but with one difference. 
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Digital Certificates are not only issued to people but they can be issued to 

computers, software packages or anything else that need to prove the identity 

in the electronic world. 

 Digital certificates are based on the ITU standard X.509 which defines a 

standard certificate format for public key certificates and certification 

validation. Hence digital certificates are sometimes also referred to as 

X.509 certificates. 

Public key pertaining to the user client is stored in digital certificates by 

The Certification Authority (CA) along with other relevant information 

such as client information, expiration date, usage, issuer etc. 

 CA digitally signs this entire information and includes digital signature 

in the certificate. 

 Anyone who needs the assurance about the public key and associated 

information of client, he carries out the signature validation process 

using CA‟s public key. Successful validation assures that the public key 

given in the certificate belongs to the person whose details are given in 

the certificate. 

The process of obtaining Digital Certificate by a person/entity is depicted in 

the following illustration. 
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As shown in the illustration, the CA accepts the application from a client to 

certify his public key. The CA, after duly verifying identity of client, issues a 

digital certificate to that client. 

Certifying Authority (CA) 

As discussed above, the CA issues certificate to a client and assist other users 

to verify the certificate. The CA takes responsibility for identifying correctly the 

identity of the client asking for a certificate to be issued, and ensures that the 

information contained within the certificate is correct and digitally signs it. 

Key Functions of CA 

The key functions of a CA are as follows − 

 Generating key pairs − The CA may generate a key pair independently 

or jointly with the client. 

 Issuing digital certificates − The CA could be thought of as the PKI 

equivalent of a passport agency − the CA issues a certificate after client 

provides the credentials to confirm his identity. The CA then signs the 

certificate to prevent modification of the details contained in the 

certificate. 

 Publishing Certificates − The CA need to publish certificates so that 

users can find them. There are two ways of achieving this. One is to 

publish certificates in the equivalent of an electronic telephone 

directory. The other is to send your certificate out to those people you 

think might need it by one means or another. 

 Verifying Certificates − The CA makes its public key available in 

environment to assist verification of his signature on clients‟ digital 

certificate. 

 Revocation of Certificates − At times, CA revokes the certificate issued 

due to some reason such as compromise of private key by user or loss of 

trust in the client. After revocation, CA maintains the list of all revoked 

certificate that is available to the environment. 

Classes of Certificates 
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There are four typical classes of certificate − 

 Class 1 − These certificates can be easily acquired by supplying an email 

address. 

 Class 2 − These certificates require additional personal information to be 

supplied. 

 Class 3 − These certificates can only be purchased after checks have 

been made about the requestor‟s identity. 

 Class 4 − They may be used by governments and financial organizations 

needing very high levels of trust. 

Registration Authority (RA) 

CA may use a third-party Registration Authority (RA) to perform the necessary 

checks on the person or company requesting the certificate to confirm their 

identity. The RA may appear to the client as a CA, but they do not actually 

sign the certificate that is issued. 

Certificate Management System (CMS) 

It is the management system through which certificates are published, 

temporarily or permanently suspended, renewed, or revoked. Certificate 

management systems do not normally delete certificates because it may be 

necessary to prove their status at a point in time, perhaps for legal reasons. A 

CA along with associated RA runs certificate management systems to be able 

to track their responsibilities and liabilities. 

Private Key Tokens 

While the public key of a client is stored on the certificate, the associated 

secret private key can be stored on the key owner‟s computer. This method is 

generally not adopted. If an attacker gains access to the computer, he can 

easily gain access to private key. For this reason, a private key is stored on 

secure removable storage token access to which is protected through a 

password. 
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Different vendors often use different and sometimes proprietary storage 

formats for storing keys. For example, Entrust uses the proprietary .epf 

format, while Verisign, GlobalSign, and Baltimore use the standard .p12 

format. 

Hierarchy of CA 

With vast networks and requirements of global communications, it is 

practically not feasible to have only one trusted CA from whom all users 

obtain their certificates. Secondly, availability of only one CA may lead to 

difficulties if CA is compromised. 

In such case, the hierarchical certification model is of interest since it allows 

public key certificates to be used in environments where two communicating 

parties do not have trust relationships with the same CA. 

 The root CA is at the top of the CA hierarchy and the root CA's certificate 

is a self-signed certificate. 

 The CAs, which are directly subordinate to the root CA (For example, 

CA1 and CA2) have CA certificates that are signed by the root CA. 

 The CAs under the subordinate CAs in the hierarchy (For example, CA5 

and CA6) have their CA certificates signed by the higher-level 

subordinate CAs. 

Certificate authority (CA) hierarchies are reflected in certificate chains. A 

certificate chain traces a path of certificates from a branch in the hierarchy to 

the root of the hierarchy. 

The following illustration shows a CA hierarchy with a certificate chain leading 

from an entity certificate through two subordinate CA certificates (CA6 and 

CA3) to the CA certificate for the root CA. 
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Verifying a certificate chain is the process of ensuring that a specific certificate 

chain is valid, correctly signed, and trustworthy. The following procedure 

verifies a certificate chain, beginning with the certificate that is presented for 

authentication − 

 A client whose authenticity is being verified supplies his certificate, 

generally along with the chain of certificates up to Root CA. 

 Verifier takes the certificate and validates by using public key of issuer. 

The issuer‟s public key is found in the issuer‟s certificate which is in the 

chain next to client‟s certificate. 

 Now if the higher CA who has signed the issuer‟s certificate, is trusted by 

the verifier, verification is successful and stops here. 

 Else, the issuer's certificate is verified in a similar manner as done for 

client in above steps. This process continues till either trusted CA is 

found in between or else it continues till Root CA. 
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4. Describe the Concept of Key management in Network 

Security?  

Key Management 

It goes without saying that the security of any cryptosystem depends upon 

how securely its keys are managed. Without secure procedures for the 

handling of cryptographic keys, the benefits of the use of strong cryptographic 

schemes are potentially lost. 

It is observed that cryptographic schemes are rarely compromised through 

weaknesses in their design. However, they are often compromised through 

poor key management. 

There are some important aspects of key management which are as follows − 

 Cryptographic keys are nothing but special pieces of data. Key 

management refers to the secure administration of cryptographic keys. 

 Key management deals with entire key lifecycle as depicted in the 

following illustration − 
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 There are two specific requirements of key management for public key 

cryptography. 

o Secrecy of private keys. Throughout the key lifecycle, secret keys 

must remain secret from all parties except those who are owner 

and are authorized to use them. 

o Assurance of public keys. In public key cryptography, the public 

keys are in open domain and seen as public pieces of data. By 

default there are no assurances of whether a public key is correct, 

with whom it can be associated, or what it can be used for. Thus 

key management of public keys needs to focus much more 

explicitly on assurance of purpose of public keys. 

The most crucial requirement of „assurance of public key‟ can be achieved 

through the public-key infrastructure (PKI), a key management systems for 

supporting public-key cryptography. 
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Public Key Infrastructure (PKI) 

PKI provides assurance of public key. It provides the identification of public 

keys and their distribution. An anatomy of PKI comprises of the following 

components. 

 Public Key Certificate, commonly referred to as „digital certificate‟. 

 Private Key tokens. 

 Certification Authority. 

 Registration Authority. 

 Certificate Management System. 

5.  Explain the Email privacy: Pretty Good Privacy (PGP)  

 PGP is a personal high-security cryptographic software application that 

allows people to exchange messages or files with privacy, authentication, 

and convenience.  

 PGP can be used to encrypt and digitally sign files and e-mail.  

 Developed by Phil Zimmerman in the mid „80s. First version released on 

the Internet in 1991; got immediate NSA attention and encountered legal 

issues on its use of RSA and Merkle-Hellman cryptography patents. 

Purchased by ViaCrypt in 1993 (they had RSA license).  

 Re-released in 1994 with RSAREF toolkit license. Purchased by Network 

Associates in 1998. 

PGP (Pretty Good Privacy) is a digital data encryption program created by Phil 

Zimmermann, a special director of Computer Professionals for Social 

Responsibility (CPSR) from 1997-2000.  He created PGP to promote awareness 

of the privacy issue in a digital age.  Protecting one's privacy is nothing 

new.  It has, however, become more urgent today because of the ease with 

which digital data (information in databases, e-mail, and so forth) can be 

accessed, intercepted and monitored.  It is also not unusual for sensitive 

information, transmitted or stored in digital form, to accidentally become 

public knowledge.  Once data is in digital form, it's a bit like a greased 

http://web.mit.edu/prz/
http://web.mit.edu/prz/
http://www.cpsr.org/
http://www.cpsr.org/
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pig.  You can get your hands on it, but you can't hold onto it because digital 

data is so easily duplicated and shared.  This is why more and more 

organizations are looking to encrypt all their information. 

  Private individuals should think seriously about doing the same 

thing.  The fact that you're reading this tutorial indicates that you 

agree.  A little paranoia is not a bad thing; it makes sense to take 

whatever means are available and within reason to protect yourself from 

people prying into your private affairs. 

  A word of warning to beginners to encryption.  The PGP program, 

notwithstanding its user-friendly graphical user interface, may take some 

getting used to here and there.  At the USENIX Security Symposium in 

1999, Alma Whitten & J. Tygar published a paper entitled "Why Johnny 

Can't encrypt" in which they point out some of the usability problems 

associated with the software. 

 

PGP is a remarkable phenomenon. Largely the effort of a single person, Phil 

Zimmermann, PGP provides a confidentiality and authentication service 

that can be used for electronic mail and file storage applications. In essence 

what Zimmermann has done is the following:  

1. Selected the best cryptographic mechanisms (algorithms) as building 

blocks.  

2. Integrated these algorithms into a general purpose application that is 

independent of operating system and processor and that is based on a small 

set of easy to use commands.  

3. Made the package and its source code freely available via the Internet, 

bulletin boards, and commercial networks such as America On Line (AOL). 

4. Entered into an agreement with a company (Viacrypt, now Network 

Associates) to provide a fully compatible low cost commercial version of PGP. 

From its beginnings about 15 years ago, PGP has grown explosively and is 

now very widely used. A number of reasons are sited for such growth:  
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1. It is available free worldwide in versions that run on many different 

platforms, Windows, UNIX, Mac etc. In addition the commercial version 

satisfies those who want vendor support. 

2. It is based on algorithms that have survived extensive public review and 

are considered secure. Specifically, the package includes RSA, DSS and 

DiffieHellman for public-key encryption; CAST-128, IDEA, and 3DES for 

symmetric encryption; and SHA-1 for hash coding.  

3. It has a wide range of applicability, from corporations that wish to select 

and enforce a standardized scheme for encrypting files and messages to 

individuals who wish to communicate securely with others worldwide over 

the Internet. 

 4. It was not developed by, nor is it controlled by, any government or 

standards organization. For those with an instinctive distrust of “the 

establishment”, this makes PGP attractive. In the last few years commercial 

versions have become available. 5. PGP is now on an Internet standards 

track (RFC 3156). Nevertheless, PGP still has an aura of an anti-

establishment endeavor. 

 

Operational Description PGP consists of the following five services:  

1. Authentication 2. Confidentiality 3. Compression 4. E-mail 

compatibility 5. Segmentation 

Where can you use PGP? 

 

Pretty Good Privacy can be used to authenticate digital 

certificates and encrypt/decrypt texts, emails, files, directories 

and whole disk partitions. Symantec, for example, offers PGP-

based products such as Symantec File Share Encryption for 
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encrypting files shared across a network and Symantec Endpoint 

Encryption for full disk encryption on desktops, mobile devices 

and removable storage. In the case of using PGP technology for 

files and drives instead of messages, The Symantec products 

allows users to decrypt and re-encrypt data via a single sign-on. 

 

 

Short Answers:  

What is Kerberos?  

Kerberos is an authentication protocol for trusted hosts on untrusted 

networks. 

The Kerberos protocol is designed to provide reliable authentication over open 

and insecure networks where communications between the hosts belonging to 

it may be intercepted. However, one should be aware that Kerberos does not 

provide any guarantees if the computers being used are vulnerable: the 

authentication servers, application servers (imap, pop, smtp, telnet, ftp, ssh , 

AFS, lpr, ...) and clients must be kept constantly updated so that the 

authenticity of the requesting users and service providers can be guaranteed. 

Kerberos was designed to mitigate the following problems in network security: 

Password Sniffing 

Password database stealing. 

Password and login credential is centralized in kerberos infrastructure, which 

prevents clients from storing passwords on their machines. 

https://searchsecurity.techtarget.com/definition/single-sign-on
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Protocol weaknesses due to unencrypted data transfer on some network 

services can be reduced with the help of kerberos. 

Disadvantages of Kerberos: 

In kerberos infrastructure user login credentials are stored in the central server 

as mentioned before. So its a tedious job to migrate all login credentials from 

local machines /etc/passwd and /etc/shadow files to the central server. 

If some attacker gets access to the central server, the entire infrastructure will 

be under threat. 

the applications that can be protected using kerberos must have kerberos 

functionality inbuilt into them. There are many application programs currently 

without the support for kerberos. 

What is a S/MIME? 

S/MIME S/MIME (Secure/Multipurpose Internet Mail Extension) is a security 

enhancement to the MIME Internet e-mail format standard, based on 

technology from RSA Data Security. 

 S/MIME is defined in a number of documents, most importantly RFCs 3369, 

3370, 3850 and 3851.  

Multipurpose Internet Mail  

Extensions MIME is an extension to the RFC 822 framework that is intended to 

address some of the problems and limitations of the use of SMTP (Simple Mail 

Transfer Protocol) or some other mail transfer protocol and RFC 822 for 

electronic mail. Following are the limitations of SMTP/822 scheme. 

What is  X.509 Directory Authentication Service? 

 An X.509 certificate is a digital certificate that uses the widely accepted 

international X.509 public key infrastructure (PKI) standard to verify that a 
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public key belongs to the user, computer or service identity contained within 

the certificate. 

An X.509 certificate contains information about the identity to which a 

certificate is issued and the identity that issued it. Standard information in an 

X.509 certificate includes: 

 Version – which X.509 version applies to the certificate (which indicates 

what data the certificate must include) 

 Serial number – the identity creating the certificate must assign it a serial 

number that distinguishes it from other certificates 

 Algorithm information – the algorithm used by the issuer to sign the 

certificate 

 Issuer distinguished name – the name of the entity issuing the certificate 

(usually a certificate authority) 

 Validity period of the certificate – start/end date and time 

 Subject distinguished name – the name of the identity the certificate is 

issued to 

 Subject public key information – the public key associated with the identity 

 Extensions (optional) 

Many of the certificates that people refer to as Secure Sockets Layer (SSL) 

certificates are in fact X.509 certificates. 

The first X.509 certificates were issued in 1988 as part of the International 

Telecommunications Union's Telecommunication Standardization Sector (ITU-

T) and the X.500 Directory Services Standard. In 1993, version 2 added two 

fields to support directory access control. Version 3 was released in 1996 and 

defines the formatting used for certificate extensions. 

https://searchsecurity.techtarget.com/definition/certificate-authority
https://searchsecurity.techtarget.com/definition/Secure-Sockets-Layer-SSL
https://searchnetworking.techtarget.com/definition/ITU-T
https://searchnetworking.techtarget.com/definition/ITU-T
https://searchnetworking.techtarget.com/definition/X500
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What is an IP? Explain the IP security Architecture? 

IP : An IP address, short for Internet Protocol address, is an identifying number for a piece of 

network hardware. Having an IP address allows a device to communicate with other devices over 

an IP-based network like the internet. 

Most IP addresses look like this: 

151.101.65.121 

Other IP addresses you might come across could look more like this: 

2001:4860:4860::8844 

IP security Architecture 

1. What is an IP? Explain the IP security Architecture? 

Internet security refers to securing communication over the internet. It includes specific security 

protocols such as: 

 Internet Security Protocol (IPSec) 

 Secure Socket Layer (SSL) 

Internet Security Protocol (IPSec) 

It consists of a set of protocols designed by Internet Engineering Task Force (IETF). It provides 

security at network level and helps to create authenticated and confidential packets for IP layer. 

 IPsec is a suite of protocols for securing network connections. It is rather a complex 

mechanism, because instead of giving straightforward definition of a specific encryption 

algorithm and authentication function, it provides a framework that allows an 

implementation of anything that both communicating ends agree upon. 

https://www.lifewire.com/computer-hardware-2625895
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 Authentication Header (AH) and Encapsulating Security Payload (ESP) are the two main 

communication protocols used by IPsec. While AH only authenticate, ESP can encrypt 

and authenticate the data transmitted over the connection. 

 Transport Mode provides a secure connection between two endpoints without changing 

the IP header. Tunnel Mode encapsulates the entire payload IP packet. It adds new IP 

header. The latter is used to form a traditional VPN, as it provides a virtual secure tunnel 

across an untrusted Internet. 

 Setting up an IPsec connection involves all kinds of crypto choices. Authentication is 

usually built on top of a cryptographic hash such as MD5 or SHA-1. Encryption 

algorithms are DES, 3DES, Blowfish, and AES being common. Other algorithms are 

possible too. 

 Both communicating endpoints need to know the secret values used in hashing or 

encryption. Manual keys require manual entry of the secret values on both ends, 

presumably conveyed by some out-of-band mechanism, and IKE (Internet Key 

Exchange) is a sophisticated mechanism for doing this online. 

Security in Network Layer 

Any scheme that is developed for providing network security needs to be implemented at some 

layer in protocol stack as depicted in the diagram below − 

Layer Communication Protocols Security Protocols 

Application Layer HTTP FTP SMTP PGP. S/MIME, HTTPS 

Transport Layer TCP /UDP SSL, TLS, SSH 

Network Layer IP IPsec 

The popular framework developed for ensuring security at network layer is Internet Protocol 

Security (IPsec). 

Features of IPsec 

 IPsec is not designed to work only with TCP as a transport protocol. It works with UDP 

as well as any other protocol above IP such as ICMP, OSPF etc. 

 IPsec protects the entire packet presented to IP layer including higher layer headers. 

 Since higher layer headers are hidden which carry port number, traffic analysis is more 

difficult. 

 IPsec works from one network entity to another network entity, not from application 

process to application process. Hence, security can be adopted without requiring 

changes to individual user computers/applications. 
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 Tough widely used to provide secure communication between network entities, IPsec 

can provide host-to-host security as well. 

 The most common use of IPsec is to provide a Virtual Private Network (VPN), either 

between two locations (gateway-to-gateway) or between a remote user and an enterprise 

network (host-to-gateway). 

 

Security Functions 

The important security functions provided by the IPsec are as follows − 

 Confidentiality 

o Enables communicating nodes to encrypt messages. 

o Prevents eavesdropping by third parties. 

 Origin authentication and data integrity. 

o Provides assurance that a received packet was actually transmitted by the party 

identified as the source in the packet header. 

o Confirms that the packet has not been altered or otherwise. 

 Key management. 

o Allows secure exchange of keys. 

o Protection against certain types of security attacks, such as replay attacks. 

IPsec Communication Modes 

IPsec Communication has two modes of functioning; transport and tunnel modes. These modes 

can be used in combination or used individually depending upon the type of communication 

desired. 

Transport Mode 

 IPsec does not encapsulate a packet received from upper layer. 
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 The original IP header is maintained and the data is forwarded based on the original 

attributes set by the upper layer protocol. 

 The following diagram shows the data flow in the protocol stack. 

 

 The limitation of transport mode is that no gateway services can be provided. It is 

reserved for point-to-point communications as depicted in the following image. 

 

Tunnel Mode 

 This mode of IPsec provides encapsulation services along with other security services. 

 In tunnel mode operations, the entire packet from upper layer is encapsulated before 

applying security protocol. New IP header is added. 

 The following diagram shows the data flow in the protocol stack. 
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 Tunnel mode is typically associated with gateway activities. The encapsulation provides 

the ability to send several sessions through a single gateway. 

 The typical tunnel mode communication is as depicted in the following diagram. 

 

 As far as the endpoints are concerned, they have a direct transport layer connection. The 

datagram from one system forwarded to the gateway is encapsulated and then forwarded 

to the remote gateway. The remote associated gateway de-encapsulates the data and 

forwards it to the destination endpoint on the internal network. 

 Using IPsec, the tunneling mode can be established between the gateway and individual 

end system as well. 

 

The basic concept is to use ESP when one wants authentication and encryption, and to use AH 

when one wants extended authentication without encryption. 

2. Explain the Encapsulating Security Payload?  
 

Encapsulating Security Payload – ESP 

 

An Encapsulating Security Payload (ESP) is a protocol within the IPSec for providing 

authentication, integrity and confidentially of network packets data/payload in IPv4 and 

IPv6 networks. ESP provides message/payload encryption and the authentication of a 

payload and its origin within the IPSec protocol suite. 

ESP Services  

Confidentiality Authentication Services  

ESP Format: SPI, SN, PD, Padding, Pad Length ,Next Header, Authentication Data 

 

Encapsulation Security Protocol (ESP) 
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ESP provides security services such as confidentiality, integrity, origin authentication, and 

optional replay resistance. The set of services provided depends on options selected at the time of 

Security Association (SA) establishment. 

In ESP, algorithms used for encryption and generating authenticator are determined by the 

attributes used to create the SA. 

The process of ESP is as follows. The first two steps are similar to process of AH as stated 

above. 

 Once it is determined that ESP is involved, the fields of ESP packet are calculated. The 

ESP field arrangement is depicted in the following diagram. 

 

 Encryption and authentication process in transport mode is depicted in the following 

diagram. 
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 In case of Tunnel mode, the encryption and authentication process is as depicted in the 

following diagram. 

 

Although authentication and confidentiality are the primary services provided by ESP, both are 

optional. Technically, we can use NULL encryption without authentication. However, in 

practice, one of the two must be implemented to use ESP effectively. 

The basic concept is to use ESP when one wants authentication and encryption, and to use AH 

when one wants extended authentication without encryption. 

Security Associations in IPsec 

Security Association (SA) is the foundation of an IPsec communication. The features of SA are 

− 

 Before sending data, a virtual connection is established between the sending entity and 

the receiving entity, called “Security Association (SA)”. 

 IPsec provides many options for performing network encryption and authentication. Each 

IPsec connection can provide encryption, integrity, authenticity, or all three services. 

When the security service is determined, the two IPsec peer entities must determine 

exactly which algorithms to use (for example, DES or 3DES for encryption; MD5 or 

SHA-1 for integrity). After deciding on the algorithms, the two devices must share 

session keys. 

 SA is a set of above communication parameters that provides a relationship between two 

or more systems to build an IPsec session. 

 SA is simple in nature and hence two SAs are required for bi-directional 

communications. 

 SAs are identified by a Security Parameter Index (SPI) number that exists in the security 

protocol header. 
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 Both sending and receiving entities maintain state information about the SA. It is similar 

to TCP endpoints which also maintain state information. IPsec is connection-oriented like 

TCP. 

Parameters of SA 

Any SA is uniquely identified by the following three parameters − 

 Security Parameters Index (SPI). 

o It is a 32-bit value assigned to SA. It is used to distinguish among different SAs 

terminating at the same destination and using the same IPsec protocol. 

o Every packet of IPsec carries a header containing SPI field. The SPI is provided 

to map the incoming packet to an SA. 

o The SPI is a random number generated by the sender to identify the SA to the 

recipient. 

 Destination IP Address − It can be IP address of end router. 

 Security Protocol Identifier − It indicates whether the association is an AH or ESP SA. 

Example of SA between two router involved in IPsec communication is shown in the following 

diagram. 

 

Security Administrative Databases 

In IPsec, there are two databases that control the processing of IPsec datagram. One is the 

Security Association Database (SAD) and the other is the Security Policy Database (SPD). Each 

communicating endpoint using IPsec should have a logically separate SAD and SPD. 

Security Policy Database 
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SPD is used for processing outgoing packets. It helps in deciding what SAD entries should be 

used. If no SAD entry exists, SPD is used to create new ones. 

Any SPD entry would contain − 

 Pointer to active SA held in SAD. 

 Selector fields – Field in incoming packet from upper layer used to decide application of 

IPsec. Selectors can include source and destination address, port numbers if relevant, 

application IDs, protocols, etc. 

Outgoing IP datagrams go from the SPD entry to the specific SA, to get encoding parameters. 

Incoming IPsec datagram get to the correct SA directly using the SPI/DEST IP/Protocol triple, 

and from there extracts the associated SAD entry. 

SPD can also specify traffic that should bypass IPsec. SPD can be considered as a packet filter 

where the actions decided upon are the activation of SA processes. 

3. What is Web security? Enlists the requirements of Web 

security?  
 

Websites are always to prone to security risks. Cyber crime impacts your business by hacking 

your website. Your website is then used for hacking assaults that install malicious software or 

malware on your visitor‟s computer. 

Hackers may also steal important customer data such as credit card information, destroy your business 
and propagate illegal content to your users. 

Security Considerations 

Updated Software 

It is mandatory to keep you software updated. It plays vital role in keeping your website secure. 

SQL Injection 

It is an attempt by the hackers to manipulate your database. It is easy to insert rogue code into 

your query that can be used to manipulate your database such as change tables, get information 

or delete data. 

Cross Site Scripting (XSS) 

It allows the attackers to inject client side script into web pages. Therefore, while creating a form 

It is good to endure that you check the data being submitted and encode or strip out any HTML. 
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Error Messages 

You need to be careful about how much information to be given in the error messages. For 

example, if the user fails to log in the error message should not let the user know which field is 

incorrect: username or password. 

Validation of Data 

The validation should be performed on both server side and client side. 

Passwords 

It is good to enforce password requirements such as of minimum of eight characters, including 

upper case, lower case and special character. It will help to protect user‟s information in long 

run. 

Upload files 

The file uploaded by the user may contain a script that when executed on the server opens up 

your website. 

SSL 

It is good practice to use SSL protocol while passing personal information between website and 

web server or database. 

 

 

4. Explain the Socket Security Layer and Transaction Security 

layer? 

Secure Socket Layer (SSL) 

It is a security protocol developed by Netscape Communications Corporation. ). It provides 

security at transport layer. It addresses the following security issues: 

1) Privacy 

2) Integrity 

3) Authentication 

Secure Socket Layer (SSL) 

In this section, we discuss the family of protocols designed for TLS. The family includes SSL 

versions 2 and 3 and TLS protocol. SSLv2 has been now replaced by SSLv3, so we will focus on 

SSL v3 and TLS. 
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Brief History of SSL 

In year 1995, Netscape developed SSLv2 and used in Netscape Navigator 1.1. The SSL version1 

was never published and used. Later, Microsoft improved upon SSLv2 and introduced another 

similar protocol named Private Communications Technology (PCT). 

Netscape substantially improved SSLv2 on various security issues and deployed SSLv3 in 1999. 

The Internet Engineering Task Force (IETF) subsequently, introduced a similar TLS (Transport 

Layer Security) protocol as an open standard. TLS protocol is non-interoperable with SSLv3. 

TLS modified the cryptographic algorithms for key expansion and authentication. Also, TLS 

suggested use of open crypto Diffie-Hellman (DH) and Digital Signature Standard (DSS) in 

place of patented RSA crypto used in SSL. But due to expiry of RSA patent in 2000, there 

existed no strong reasons for users to shift away from the widely deployed SSLv3 to TLS. 

Salient Features of SSL 

The salient features of SSL protocol are as follows − 

 SSL provides network connection security through − 

o Confidentiality − Information is exchanged in an encrypted form. 

o Authentication − Communication entities identify each other through the use of 

digital certificates. Web-server authentication is mandatory whereas client 

authentication is kept optional. 

o Reliability − Maintains message integrity checks. 

 SSL is available for all TCP applications. 

 Supported by almost all web browsers. 

 Provides ease in doing business with new online entities. 

 Developed primarily for Web e-commerce. 

Architecture of SSL 

SSL is specific to TCP and it does not work with UDP. SSL provides Application Programming 

Interface (API) to applications. C and Java SSL libraries/classes are readily available. 

SSL protocol is designed to interwork between application and transport layer as shown in the 

following image − 
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SSL itself is not a single layer protocol as depicted in the image; in fact it is composed of two 

sub-layers. 

 Lower sub-layer comprises of the one component of SSL protocol called as SSL Record 

Protocol. This component provides integrity and confidentiality services. 

 Upper sub-layer comprises of three SSL-related protocol components and an application 

protocol. Application component provides the information transfer service between 

client/server interactions. Technically, it can operate on top of SSL layer as well. Three 

SSL related protocol components are − 
o SSL Handshake Protocol 
o Change Cipher Spec Protocol 
o Alert Protocol. 

 These three protocols manage all of SSL message exchanges and are discussed later in 

this section. 

 

Functions of SSL Protocol Components 

The four sub-components of the SSL protocol handle various tasks for secure communication 

between the client machine and the server. 

 Record Protocol 

o The record layer formats the upper layer protocol messages. 

o It fragments the data into manageable blocks (max length 16 KB). It optionally 

compresses the data. 

o Encrypts the data. 

o Provides a header for each message and a hash (Message Authentication Code 

(MAC)) at the end. 

o Hands over the formatted blocks to TCP layer for transmission. 
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 SSL Handshake Protocol 

o It is the most complex part of SSL. It is invoked before any application data is 

transmitted. It creates SSL sessions between the client and the server. 

o Establishment of session involves Server authentication, Key and algorithm 

negotiation, Establishing keys and Client authentication (optional). 

o A session is identified by unique set of cryptographic security parameters. 

o Multiple secure TCP connections between a client and a server can share the same 

session. 

o Handshake protocol actions through four phases. These are discussed in the next 

section. 

 ChangeCipherSpec Protocol 

o Simplest part of SSL protocol. It comprises of a single message exchanged 

between two communicating entities, the client and the server. 

o As each entity sends the ChangeCipherSpec message, it changes its side of the 

connection into the secure state as agreed upon. 

o The cipher parameters pending state is copied into the current state. 

o Exchange of this Message indicates all future data exchanges are encrypted and 

integrity is protected. 

 SSL Alert Protocol 

o This protocol is used to report errors – such as unexpected message, bad record 

MAC, security parameters negotiation failed, etc. 

o It is also used for other purposes – such as notify closure of the TCP connection, 

notify receipt of bad or unknown certificate, etc. 

Network Security – Transport Layer 

Network security entails securing data against attacks while it is in transit on a network. To 

achieve this goal, many real-time security protocols have been designed. There are popular 

standards for real-time network security protocols such as S/MIME, SSL/TLS, SSH, and IPsec. 

As mentioned earlier, these protocols work at different layers of networking model. 

In the last chapter, we discussed some popular protocols that are designed to provide application 

layer security. In this chapter, we will discuss the process of achieving network security at 

Transport Layer and associated security protocols. 
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For TCP/IP protocol based network, physical and data link layers are typically implemented in 

the user terminal and network card hardware. TCP and IP layers are implemented in the 

operating system. Anything above TCP/IP is implemented as user process. 

Need for Transport Layer Security 

Let's discuss a typical Internet-based business transaction. 

Bob visits Alice‟s website for selling goods. In a form on the website, Bob enters the type of 

good and quantity desired, his address and payment card details. Bob clicks on Submit and waits 

for delivery of goods with debit of price amount from his account. All this sounds good, but in 

absence of network security, Bob could be in for a few surprises. 

 If transactions did not use confidentiality (encryption), an attacker could obtain his 

payment card information. The attacker can then make purchases at Bob's expense. 

 If no data integrity measure is used, an attacker could modify Bob's order in terms of type 

or quantity of goods. 

 Lastly, if no server authentication is used, a server could display Alice's famous logo but 

the site could be a malicious site maintained by an attacker, who is masquerading as 

Alice. After receiving Bob's order, he could take Bob's money and flee. Or he could carry 

out an identity theft by collecting Bob's name and credit card details. 

Transport layer security schemes can address these problems by enhancing TCP/IP based 

network communication with confidentiality, data integrity, server authentication, and client 

authentication. 

The security at this layer is mostly used to secure HTTP based web transactions on a network. 

However, it can be employed by any application running over TCP. 

Philosophy of TLS Design 

Transport Layer Security (TLS) protocols operate above the TCP layer. Design of these 

protocols use popular Application Program Interfaces (API) to TCP, called “sockets" for 

interfacing with TCP layer. 

Applications are now interfaced to Transport Security Layer instead of TCP directly. Transport 

Security Layer provides a simple API with sockets, which is similar and analogous to TCP's API. 
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In the above diagram, although TLS technically resides between application and transport layer, 

from the common perspective it is a transport protocol that acts as TCP layer enhanced with 

security services. 

TLS is designed to operate over TCP, the reliable layer 4 protocol (not on UDP protocol), to 

make design of TLS much simpler, because it doesn't have to worry about „timing out‟ and 

„retransmitting lost data‟. The TCP layer continues doing that as usual which serves the need of 

TLS. 

Why TLS is Popular? 

The reason for popularity of using a security at Transport Layer is simplicity. Design and 

deployment of security at this layer does not require any change in TCP/IP protocols that are 

implemented in an operating system. Only user processes and applications need to be 

designed/modified which is less complex. 

Describe the SET?  

 

 SECURE ELECTRONIC TRANSACTION SET is an open encryption and security 

specification designed to protect credit card transactions on the Internet. The current version, 

SETv1, emerged from a call for security standards by MasterCard and Visa in February 1996. A 

wide range of companies were involved in developing the initial specification, including IBM, 

Microsoft, Netscape, RSA, Terisa, and Verisign. Beginning in 1996. SET is not itself a payment 

system. Rather it is a set of security protocols and formats that enables users to employ the 

existing credit card payment infrastructure on an open network, such as the Internet, in a secure 

fashion. In essence, SET provides three services:  
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• Provides a secure communications channel among all parties involved in a transaction  

• Provides trust by the use of X.509v3 digital certificates 

 • Ensures privacy because the information is only available to parties in a transaction when and 

where necessary. 

 SET Overview: A good way to begin our discussion of SET is to look at the business 

requirements for SET, its key features, and the participants in SET transactions. Requirements: 

The SET specification lists the following business requirements for secure payment processing 

with credit cards over the Internet and other networks: • Provide confidentiality of payment 

and ordering information: It is necessary to assure cardholders that this information is safe and 

accessible only to the intended recipient. Confidentiality also reduces the risk of fraud by either 

party to the transaction or by malicious third parties. SET uses encryption to provide 

confidentiality. 

 

• Ensure the integrity of all transmitted data: That is, ensure that no changes in content occur 

during transmission of SET messages. Digital signatures are used to provide integrity.  

• Provide authentication that a cardholder is a legitimate user of a credit card account: A 

mechanism that links a cardholder to a specific account number reduces the incidence of fraud 

and the overall cost of payment processing. Digital signatures and certificates are used to verify 

that a cardholder is a legitimate user of a valid account. 

 • Provide authentication that a merchant can accept credit card transactions through its 

relationship with a financial institution: This is the complement to the preceding requirement. 

Cardholders need to be able to identify merchants with whom they can conduct secure 

transactions. Again, digital signatures and certificates are used.  

• Ensure the use of the best security practices and system design techniques to protect all 

legitimate parties in an electronic commerce transaction: SET is a well-tested specification 

based on highly secure cryptographic algorithms and protocols.  

• Create a protocol that neither depends on transport security mechanisms nor prevents 

their use: SET can securely operate over a "raw" TCP/IP stack. However, SET does not interfere 

with the use of other security mechanisms, such as IPSec and SSL/TLS.  

• Facilitate and encourage interoperability among software and network providers: The 

SET protocols and formats are independent of hardware platform, operating system, and Web 

software. Key Features of SET To meet the requirements just outlined, SET incorporates the 

following features:  

• Confidentiality of information: Cardholder account and payment information is secured as it 

travels across the network. An interesting and important feature of SET is that it prevents the 

merchant from learning the cardholder's credit card number; this is only provided to the issuing 

bank. Conventional encryption by DES is used to  
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provide confidentiality. 

 

Integrity of data: Payment information sent from cardholders to merchants includes order 

information, personal data, and payment instructions. SET guarantees that these message 

contents are not altered in transit. RSA digital signatures, using SHA-1 hash codes, provide 

message integrity. Certain messages are also protected by HMAC using SHA-1.  

• Cardholder account authentication: SET enables merchants to verify that a cardholder is a 

legitimate user of a valid card account number. SET uses X.509v3 digital certificates with RSA 

signatures for this purpose. 

 • Merchant authentication: SET enables cardholders to verify that a merchant has a 

relationship with a financial institution allowing it to accept payment cards. SET uses X.509v3 

digital certificates with RSA signatures for this purpose. Note that unlike IPSec and SSL/TLS, 

SET provides only one choice for each cryptographic algorithm. This makes sense, because SET 

is a single application with a single set of requirements, whereas IPSec and SSL/TLS are 

intended to support a range of applications. 


